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I the undersigned Mr/Ms __________, performing the duties of _______ within the company ________ (referred to hereinafter as “the Company”), being in this capacity required to access confidential and personal data required to deal with ethics alerts which is accessible on the digital platform legrand.signalement.net (referred to hereinafter as the “Platform”), hereby declare that I acknowledge and guarantee the confidentiality of said data.
[bookmark: _GoBack]I therefore undertake, in accordance with Article 4 of the amended French law of 6 January 1978 relating to data processing, datafiles and civil liberties and Articles 32 to 35 of the General Data Protection Regulation of 27 April 2016, to take all necessary precautions in compliance with accepted customs and practices within the framework of my duties in order to protect the confidentiality of the information to which I gain access and in particular to prevent said information from being passed on to individuals who have not been specifically authorised to receive it.
I undertake in particular:
· not to use the data which I may access for purposes other than those provided for by my duties;
· only to disclose this data to persons duly authorised on account of their duties to receive said data, whether they be private, public, physical or legal entities;
· not to extract any of this data from the Platform except on the orders of the competent authorities;
· not to make any copies of this data unless this is necessary for the fulfilment of my duties;
· to take all necessary steps in compliance with accepted customs and practices within the framework of my role to prevent the diverted or fraudulent use of this data;
· to take all necessary precautions in compliance with accepted customs and practices to maintain the physical and logical security of this data;
· to ensure, within the limits of my assignment, that only secure communication methods will be used to transfer this data;
· in the event of the termination of my duties, to return all data, digital files and information media relating to this data.
This confidentiality undertaking, which is applicable for the entire duration of my duties, will remain in force following the termination of the latter irrespective of the cause if this undertaking relates to the use and communication of confidential data, regardless of whether they are personal data or not. I have been informed that any breach of this undertaking may lead to disciplinary and criminal sanctions in accordance with the regulations in force, including under Articles 226-16 to 226-24 of the French Criminal Code.
Drawn up in _____, on dd/mm/yyyy, in X copies
Full name:                                                                                  
Signature:                                          
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